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Dräger Product Security Advisory PSA-20-171-2 

Treck Network Stack Security Vulnerabilities “Ripple20”  

>> Dräger Medical Devices are not affected by “Ripple20” 

 

To whom it may concern, 

 

On June 16, 2020, the security company JSOF released information about several vulnerabilities in the 
widely used Treck Network Stack. 

None of Dräger medical devices uses this network stack, therefore Dräger Medical Devices are not affected 
by the vulnerabilities. 

For reporting incidents and potential vulnerabilities in our devices, please refer to 
https://static.draeger.com/security to contact the Product Security team directly. 

 

Best regards, 

Dräger Product Security 

 

Our reference 

 - 
Phone number 

+49 451 882-6166 
 
E-mail 

hannes.molsen@draeger.com  
detlef.koeble@draeger.com 
matt.mckenna@draeger.com 
 
Vulnerability and Incident Reporting 

product-security@draeger.com 

Legal Notice 
This Product Security Advisory is based on all our findings that we had at the time of publication. However, the facts of 
the case are being reviewed on an ongoing basis and it is possible that this may result in changed assessments or that 
assessments contained in this advisory may turn out to be incorrect. We also reserve the right to change or revoke any 
recommendations. In addition, differences may result from the circumstances of the individual case on site. This 
information is naturally not available to us and has not been taken into account. Dräger can therefore accept no 
responsibility that the information presented here is conclusive or comprehensively correct for you. Therefore, please 
check carefully to what extent deviations can arise for your individual case. If necessary, you will be informed about 
new findings through following advisories. 
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[Update: 03.07.2020] 

Dräger tests revealed no problems with ICM in conjunction with a Digi Connect ES 4 Version 2.24 from Digi 

International GmbH. 

 

 

 

Revisions 

VERSION DATE CHANGE 

1.0 2020-06-19 Initial Document 

2.0 2020-07-03 [Update: 03.07.2020] 

 

 


