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Dräger Product Security Advisory PSA-21-231-01 

CVE-2021-22156 - BadAlloc Vulnerabilities in embedded operating system QNX 

>> Dräger Medical Devices are not affected by “CVE-2021-22156”. 

  

 

To whom it may concern,  

 

On August 17, 2021, BlackBerry disclosed that QNX, a Real Time Operating System 

(RTOS), is affected by BadAlloc, a memory corruption vulnerability, leading to possible 

Denial of Service or even Remote Code Execution on affected devices1. More information 

can be found in the industry alerts of the US Cybersecurity & Infrastructure Security Agency 

CISA2, and the US Food and Drug Administration3. 

None of Dräger medical devices or the accompanying infrastructure utilizes the affected 

operating systems in vulnerable versions. 

  

 
1 https://support.blackberry.com/kb/articleDetail?articleNumber=000082334 
2 https://us-cert.cisa.gov/ncas/alerts/aa21-229a 
3 https://www.fda.gov/drugs/information-industry-drugs/blackberry-qnx-cybersecurity-
vulnerabilities-may-affect-drug-manufacturing-equipment 
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For reporting incidents and potential vulnerabilities in our devices, please refer to 

https://static.draeger.com/security to contact the Product Security team directly. 

 

Best regards, 

 

Dräger Product Security 
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