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Drager Product Security Advisory PSA-20-350-01
SolarWinds Orion Hack “SUNBURST”
>> Drager Medical Devices are not affected by “SUNBURST”.

To whom it may concern,

On December 13, 2020, the cybersecurity company FireEye! disclosed information about a
successful supply chain attack on SolarWind?, a network, systems, and IT management

solution provider.

Drager Medical Devices do not ship with products from the affected company. In some
installations we are aware of SolarwWinds Dameware Mini Remote Control being used in
conjunction with our products. However, this application is not listed as being affected by the

aforementioned advisories.

Nevertheless, Drager proposes to its customers to check if any of the affected products are
used within their networks and to follow the US Department of Homeland Security

Emergency Directive?®.

1 https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-
supply-chain-compromises-with-sunburst-backdoor.html

2 https://www.solarwinds.com/securityadvisory

3 https://cyber.dhs.gov/ed/21-01/
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For reporting incidents and potential vulnerabilities in our devices, please refer to

https://static.draeger.com/security to contact the Product Security team directly.

Best regards,

Drager Product Security
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