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Drager Product Security Advisory PSA-20-348-01
Open Source Network Stack Vulnerabilities “AMNESIA:33”
>> Drager Medical Devices are not affected by “AMNESIA:33”.

To whom it may concern,

On December 8, 2020, the cybersecurity company forescout disclosed a total of 33 security
vulnerabilities in four different open source network stacks!. The US Cybersecurity and
Infrastructure Security Agency CISA published a Security Advisory? describing the affected
network stacks and the individual security vulnerabilities.

None of Drager medical devices or the accompanying infrastructure utilizes the affected

network stacks on its external communication interfaces.

For reporting incidents and potential vulnerabilities in our devices, please refer to

https://static.draeger.com/security to contact the Product Security team directly.

Best regards,

Drager Product Security

! https://www.forescout.com/research-labs/amnesia33
2 https://us-cert.cisa.gov/ics/advisories/icsa-20-343-01

Dragerwerk AG & Co. KGaA Bank details: Registered office: Libeck Chairman of the Supervisory Board
Moislinger Allee 53-55 Commerzbank AG, Libeck Commercial register: for Dragerwerk AG & Co. KGaA
23558 Liibeck, Germany IBAN: DE95 2304 0022 0014 6795 00 Local court Libeck HRB 7903 HL and Dragerwerk Verwaltungs AG:
Postal address: Swift-Code: COBA DE FF 230 General partner: Drégerwerk Verwaltungs AG  Prof. Dr. Nikolaus Schweickart
23542 Liibeck, Germany Sparkasse zu Liibeck Registered office: Libeck Executive Board:

Tel +49 451 882-0 IBAN: DE15 2305 0101 0001 0711 17 Commercial register: Stefan Drager (chairman)

Fax +49 451 882-2080 Swift-Code: NOLADE21SPL Local court Liibeck HRB 7395 HL Rainer Klug

info@draeger.com Gert-Hartwig Lescow
www.draeger.com Dr. Reiner Piske

VAT no. DE135082211 Anton Schrofner


https://static.draeger.com/security

Page 2/2

Revisions
Version | Date

1 2020-12-13

Dragerwerk AG & Co. KGaA
Moislinger Allee 53-55
23558 Lubeck, Germany
Postal address:

23542 Lubeck, Germany
Tel +49 451 882-0

Fax +49 451 882-2080
info@draeger.com
www.draeger.com

VAT no. DE135082211

Change
Initial Document

Bank details:

Commerzbank AG, Libeck

IBAN: DE95 2304 0022 0014 6795 00
Swift-Code: COBA DE FF 230
Sparkasse zu Liibeck

IBAN: DE15 2305 0101 0001 0711 17
Swift-Code: NOLADE21SPL

Registered office: Lubeck
Commercial register:
Local court Libeck HRB 7903 HL

General partner: Drégerwerk Verwaltungs AG

Registered office: Liibeck
Commercial register:
Local court Lilbeck HRB 7395 HL

Drager

Chairman of the Supervisory Board
for Dragerwerk AG & Co. KGaA
and Dragerwerk Verwaltungs AG:
Stefan Lauer

Executive Board:

Stefan Dréger (chairman)

Rainer Klug

Gert-Hartwig Lescow

Dr. Reiner Piske

Anton Schrofner



