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Windows Netlogon Vulnerability CVE-2020-1472 “Zerologon”

>> Drager Medical Devices are not affected by “Zerologon”.

To whom it may concern,

On September 18, 2020, the US department of homeland security warned in Emergency

Directive 20-04! about security vulnerabilities present in several Microsoft Server operating

systems.

These vulnerabilities, dubbed “zerologon”, affect the Microsoft Windows Netlogon Remote

Protocol (MSNRPC) and could allow an unauthenticated attacker with network access to a

vulnerable Microsoft Windows Server with the domain controller role to completely

compromise all Active Directory identity services.

None of Drager medical devices or the accompanying infrastructure contains a Windows

Server with the Domain Controller role.

1 https://cyber.dhs.gov/ed/20-04/
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The vulnerabilities can be fixed by applying the Microsoft-provided August security patches?.

Affected operating systems can be patched normally, as soon as the monthly patch

verification for the respective Drager product has been published to ServiceConnect.

For reporting incidents and potential vulnerabilities in our devices, please refer to

https://static.draeger.com/security to contact the Product Security team directly.

Best regards,

Drager Product Security
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